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Onpepenenus

B HACTOAWEM AOKYMEHTE HCMOAL3YIOTCA CARAYIOLIUE TEPMUHEI W UX ONpeAeneHua. ) .

ABTOMaTM3IMPOBaHHAA CUCTEMA - CMCTEMa, COCTOALLEA W3 NEepcoHana M KOMNAEKCa cpefcTB aBTOMATW3aUMKM ero OEATEeNbHOCTH, peanuiylolas
WHHOPMALMOHHYIO TEXHONOTHIO BLINONHEHWA YCTAHOBAEHHBIX QYHKLMIA,

AyTeHTMdHKaALMA OTNPABUTENA AAHHBLIX - NOATEEPMAEHWE TOMD, YTO OTNPABMTENL NOAYYEHHLIX OA3HHLIX COOTBETCTBYET 3aABNEHHOMY,

be3onacHocTb MepPCcoHaNbHbIX GaHHbIX - COCTOAHWME 3UWMWEHHOCTH NEePCOoHanbHLIX OaHHLIX, XapakTepuayemoe cnocobGHOCTLIO MoNL3oBaTeneH,
TEXHMHECHMX CpelcTs W MH(!JODME!LI,HOHHMK TEKHOﬂOmﬁ OGECI'IB'lHTb I(OH¢!H,D,EHL[HaJ'IbHDL‘I'b, LLENOCTHECTL W AOCTYNMHOCTE NepCoHaibHbIX OaHHbLIX NDW MX
obBpaboTke B MHDOPMALUMOHHBLIX CUCTEMAX NEPCOHANBHBIX AAHHbLIX.

EWOMETQKHECHHE NepcoHanbHblie JaHHBIE - CBEAEHMA, KOTOPLIE XapaKkTERM3yIoT ¢H3MOJ’IOFH‘-IECHME OCOGEHHDCTH YenoBeKa M Ha OCHOBE KOTOPbIX
MOMHO YCTAHOBUTL €ro0 NUHHOCTL, BHAOYaR ¢oTorpadmu, OTNeYaTk nansues, obpa3 CeT4aThu rnasa, ocoOeHHOCTH CTPOeHUA Tena u Apyryio noaobGHyio
HHPOPMALMI,

BNOKMPOBaHKE NEPCOHANBHLIX AAHHBIX - BPEMEHHOE NpexpauleHye cBopa, CUCTEMATM3ALMKM, HAKOMNEHWA, MCNOAL3I0BAHMA, PACNPOCTPAHEHMA,
NEPCoHANLHBIX GAHHBIX, B TOM YUCAE MX NEpeiadn.

Bupyc (HomnbloTepHblid, NPoOrpammHelit) - ucnonHAemsli NPOrPaMMHbIA KOA WAW vHTepnpetMpyembiii HaBop MHCTRPYKUMIA, oBnagaiowmit
CBOMCTBAMW HECAHKUMOHMPOBAHHOTO PacnpocTpaHeHUA W camoBocnpousseaeHua. Co3aaHHble Ay6NMKaTbl KOMNBIOTEPHOTO BMPYCA HE BCEraa COBNa/aioT ©
OPUrMHANO0M, HO COXPaHRIOT CNOCcOBHOCTb K AaAbHeRemy pacnpocTpaHeHuio 1 CamoBOCNPOU3BEdeHNIO,

BpepoHocHaa nporpamma - Nporpamma, npegHasHaueHHan OAA OCYIWECTBAEHMA HEeCaHKUMOHWMpOBaHHOrO AocTyna M (unM) BO3eRCTBUA HA
NepcoHanbHLIe AaHHLIE UK pecypchl MHHOPMALWOHHOM CHCTEMbI NEPCOHANbHLIX AaHHbIX,

BCcnomoraTte/bHble TEXHWHECKME CPEACTBA WM CMCTEMBI - TEXHUYECKWE CPEACTBA W CMCTEMbI, HE NPedHa3HauyeHHbie AnA nepesayn, 06paboTku u
XPAHEHWA NepcoHaNnbHbIX OAHHbIX, YCTAHABAWBAEMbIE COBMECTHO C TEXHMYECKUMW CpPeACTBamMu W CUCTeMamu, npegHazHadeHHoiMW Ana obpaBoTiu
NERCOHANBHBIX AAHHBIX AW B NOMELWEHMAX, B KOTOPLIX YCTAHOBABHBI MHPOPMALMOHHLIE CUCTEMBI NEPCOHANBHBIX AaHHBIX,

[loctyn B onepauuoHHyo cpesy KomnbioTepa (MHGOPMALMOHHON CUCTEMBI MEPCOHANbLHBIX AAHHBIX) - NOAYYEHME BOIMOMHOCTM 3anycka Ha
BLINO/HEHWE WTATHLIX KOMaHA, GyHKUMH, NMpoLeayp onepauMoHHONM cUCTeMbl (YHUYTOMEHWA, KOMMPOBAHWA, NepemMelledua W T.0.), ucnondaemsix ¢ainos
NPUKAZAHBIX NPOTRAMM.

Locryn K uHGopMaLMK - BOIMOKHOCTL NONYHEHUA MHDOPMBLMK W €8 UCNONB3OBAHKA.

3aKnafoHuHOE YCTPOMCTBO - INBMEHT CPEACTBA Chema MH(OPMALMM, CHPLITHO BReAPARMBIA (3aKNabIBaeMblii MAWM BHOCUMBIA) B MECTa BO3MOMHOIO
cbema wHdopmauuy (8 TOM Yucne 8 OrpamaeHne, KOHCTPYKUMIO, 0BopyaoBaHue, NPeaMeTsl MHTEPLEPa, TPaHCNOPTHLIE CPeACTBa, @ TaKMe B TEXHWYECKWE
cpeacTaa u cuctemsl o6paboTrm uHdopmauun).

Jawmwaeman MHGoOPMaLMA - MHGOPMALMA, ABAAIOWAACA NPEAMETOM COBCTBEHHOCTH M MOANEMALLAA 3aWUTe B COOTBETCTBUM ¢ TpeboBaHMamMm
NPABOBELIX AOKYMEHTOB UAKM TReBOBAHUAMM, YCTAHABAWBAEMBIMM COBCTBEHHUHOM MHbOpMALKMH.

Upentudurkayua - npucsoedmne cybuextam M obbvedtam aoctyna uaeHtMdukaTopa M (MAW) cpasHerue npeabABAAeMOro MAeHTUdWKaTopa C
nepevyHem NpUCBOEHHLIX HA&HTHC]JMHBTODOB,

WHDOPMATHBHbBIA CUrHAN - 3NEKTPUUECKME CMTHANbI, AKYCTUYECKHE, NEKTPOMArHHTHble M apyrue GU3MYEcKWe MOAA, MO NapamMeTpam KOTOPbIX
mMaomeT GbiTh packpbiTa KOHGUAEHUMANbHAA MHOPMALMA (nepcoHansHble gaHHbie) obpabartsisaeman B MHGOPMALMOHHONR CHCTEME NEPCOHaAbHBIX AaHHBIX.

WHdopmaumoHHan cucTema nepcoHanbHbiX AaHHbIX (MCMAH) - uHbopMaLMOHHEA cucTema, NpeacTasnAiowan cobol COBOKYNHOCTL MEPCOHANLHBIX
A3HHBIX, COAEPWALUMXCA B Dade A3HHBIX, 3 TAKME MHGOPMAUWOHHBIX TEXHOAOTMA M TEXHUYECKUX CPEACTB, NMO3BONAIOIWMX OCYLECTBAATE 06paboTHy TakMx
NePCoHaNbHbLIX AaHHLIX C UCMNONL30BIHWEM CPEACTB ABTOMATH3aLMM M1 B3 MCNOAL3DBaHKA TAKKUX CPEACTB.

UHdopmaLnoHHble TEXHONOIMK - NPOLLECCH, METOAb! NoMcKa, cbopa, Xpanenua, 06paboTkK, NpeAoCTaBNEHHA, PACNPOCTPAHEHHA MHGOPMALMKU U
cnocobbl OCYUECTBABHHMA TAKMX NPOLECCOB M METOL0B.

Wcnonb3osanMe MepcoHanbHbIX AaHHbIX - ASWCTBMA (Onepauuu) ¢ NepcoHalbHbIMKA AAHHBIMM, COBEPLIAEMbIE ONEpaTopoM B LUENAX NpHHATHA
pPeleHuit MAK COBEPLIBHUA MHbIX AECTENI, NOPOMARIOLLMX I0PUANIECKHE NOCIEACTBAA B OTHOLWEHMH CYBHEKTA NepCOHANBHBIX AaHHLIX WM APYTHX AL AMBO
MHbim 0B6padom 3aTparksacmx npasa u ceobogbl CyBLEKTa NEPCOHANBHLIX AZHHLIX MAK APYTHX MWL

Mcrouruk yrpossl GesonacHocTv uHbOpMauuu - cyGbexT AocTyna, matepuansHblii 06bekT unu Guanieckoe ABNEHWE, ABNAKOWMWECA MPUYUHOMN
BO3HMKHOBEHWA Yrpo3bl 6e30nacHocT MHGOPMALMK,

[



KOHTpOAKMpYemas 30Ha - NPOCTPaHETBO (TEPPUTOPMA, 34aHKE, YaCTb 34aHWA, NOMELLEHNE), B KOTOPOM MCKAIOYEHO HEKOHTpoAupyemoe npebuiBaHue
NOCTOPOHHWX WL, @ TAKIKE TPAHCNOPTHLIX, TEXHUMECKHUX M MHBIX MATEPMANLHBIX CPEACTB.

KoHQUACHUMANLHOCTD NEPCOHaNnbHbIX AaHHbIX - oBasatentHoe ana cobAloAeHHA ONepaTopom WM MHLIM NOAYHUBLWIMM JOCTYN K NEPCOHaNbLHLIM
AaHHbIM nuuom TpeboBaHWe He AONYCcKaTh MX pacnpocTpaHedue 6e3 cornacua cyGbeKTa NepcoHanbHLIX AAHHBIX MAKM HAMYMA MHOTO 3aKOHHOTO OCHOBaHWA.

MeceTeBoi 3KkpaH - nokanbHoe (ogHOKOMMOHEHTHOR) AW GYHKUMOHANLHO-PAcNpeeeHHoe nporpammHoe (MporpaMmmHo-annapatHoe) cpeacTeo
(KomMnnekc), peanusyiollee KOHTPOAL 3a MHOOPMaUMeid, NOCTYnaloweil 8 MHOOPMAUMOHHYIO CUCTEMY NEPCOHaNLHLIX AAHHLIX W (MAK) BbIXOAAWEH M3
UHPOPMALMOHHOR CHCTEMB,

Hapywurens 6@30NacHOCTU NEPCOHANbHBIX BAHHBIX - GU3MUECHOE UL, CAYYARHO MAKM NPeSHAMEPEeHHO COBEPLIAIOWEE AeACTBIA, CeACTBUEM
KOTOpPbIX ABAAETCA HapyleHWe BGe30NacHOCTW NEPCOHANbHbLIX AaHHBIX MpU WX OBpaboTke TEXHWYECKMMM CPeACTBaMM B WHGOPMALMOHHBLIX CUCTEMAX
NEepPCoHaNLHbIX AaHHBIX,

HeasromaTusuposanHas 06paboTa nepronanbHblxX AauHblx - 06paboTka NepCoHanbHeIX AaHHBIX, COAEPMAILMXCA B MHDOPMALMOKHON cucTeme
NEePCoHanbHbIX  AaHHbiX  NMB0  M3BAGUEHHLIX W3 TAaKOW CMCTEMbl, CUMTAETCA OCyWecTeneHHOW 6e3 WCNoib2oBaHMA CPeACTB  aBTOMATHU3ALMK
(HeaBsTOMaTUIMPOBAHHOM), ecnM Takue [AeACTBMA € NEPCOHANLHBIMM JaHHLIMM, KaK MCMONL3OBAHWE, YTOHUHEHWE, PACMPOCTPAHEHHE, YHUHTOKEHWE
NepCoHanbHbIX SaHHbIX B OTHOWEHWH KaMmA0r0 3 CyDbeKTOs NePCoHanbHbIX AaHHLIX, OCYLECTBAAIOTCA NPU HENOCPEACTEEHHOM y4acTUK YenoBeka.

HegexknapupoBaHHble BO3MOMHOCTM - (YHKUWOHANBHLIE BO3MOMHOCTM CPEACTB  BbIMMCAMTENLHOM TEXHWKM, HE OMWCaHHBIE WAM He
COOTBETCTBYIOWNE ONMCAHHBIM B AOKYMEHTALMM, NPWU MCMO/IL30BaHWKM KOTOPBIX BO3MOMHO HApyLIEHHE KOHGUAEHLMANLHOCTH, JOCTYMHOCTA UM LBAOCTHOCTH
oBpabateiBaemoil MHGopMaLMK,

HecawkupronupoBanHbiid goctyn (HecaHkuuoHupasauKble geicraua) - goctyn Kk uHdopmaumu uan aelicreus ¢ undopmaumeit, Hapywaiowme
NPasmna pasrpaHuyeHmna SOCTyNa € MCMoL30BaHUEM IITATHBIX CPEACTE, NPeA0CTABNARMBIX MHPOPMALUOHHBIMKM CUCTEMAMM NEPCOHANBHbIX AAHHbIX.

Hocutenb uHdopmauuu - GU3MYSCKOR NULO MAM MaTEpWanbHblli 06BLeKT, B Tom yucne ¢pu3Mveckoe none, B KOTOPOM MHPOpMaLMA HaxoauT ceoe
OTPRMEHHE B BUAS CMMBONOE, 06PA30B, CUIHANOE, TEXHUYECKUX PELUEHHE W NPOLIECCOB, KOMMYECTBEHHbBIX XapaKTEPUCTMK GUIUYECKUX BENNYMH,

O6esnuunBaHue NepCoHaNbHbIX AaHHBIX - AEHCTBMA, B PE3Y/ILTATE KOTOPLIX HEBOIMOMHO ONPEALNUTE NPUHAANEMHOCTE NEPCOHANBHBIX A3HHLIX
KOHKPeTHOMY CyBBbeKTY NePCOHANBLHBIX JAHHBIX.

O6paboTka nepcoHanbHbiX AaHHLIX - AelicTBMA (Onepalym) ¢ NepeoHanbHLIMM AaHHLIMY, BKAIOYaA cBOp, CUCTEMATH3ALMIO, HAKOTIEHHUE, XPaHEeHHE,
yTodHenue (06HOBAEHME, W3MEHEHWE), WCNO/AL3OBAHWE, pacnpocTpaHeHue (B Tom uucae nepepgady), ofesnvunBadue, GAOKMPOBAHWE, YHMYTOMeHUE
NepCoHanbHbIX JaHHbIX.

OBuwenocTynHbIE MepPCOHaNbHLIE AAHHBIE - MEPCOHA/NbHLIE A3HHLIE, JOCTYN HEOTPAHUYEHHOMO KPYra AWl K KOTOPLIM NPEAOCTABAEH C COrNacuA
cyBbeKTa NepcoHantHbIX AAHHBIX WAM HA KOTOpbIE B COOTBETCTBMM C GEAEpaibHLIMKM 33KOHaMW He pacnpocTtpavserca Tpebosanwe cobniogeHun
HOHMOEHUMANBHOCTH,

Onepatop (NepcoHanbHBIX BaHHLIX) - FOCYAaPCTBEHHLIN OpPraH, MyHUUMNAALHLIA OpraH, Iopuduyeckoe Mau GU3UYECKOE ML, OpraHu3ylolee M
(wnn) ocywecrsaaiowee 06paboThy NEPCOHANbHLIX AAHHbIX, @ TAKKE ONPEASARIOWMUE e W CoAePIKaHWe 0BpaboTkM NePCOHANbHLIX AAHHbBIX.

TexHu4Yeckue CcpepcTéa MHPOPMAUMOHHOW CMCTEMbI MEPCOHaAbHLIX AAHHBLIX - CPEACTBA  BbIUMCAWTEALHON TEXHWMHKW, WHPOPMALWOHHO-
BBIMMCAUTENBHBLIE KOMMAEGKCHI W CETH, CPEACTSA WM CUCTEMbl nepepauwn, npuema v obpaborkw MMAH (cpepcTBa W cMCTeMBl 3BYKO3arucu, 3BYKOYCUAEHMA,
3BYKOBOCNPOM3BELEHUA, NEPETOBOPHLIE M TE/EBM3NOHHbIR YCTPOICTBA, CPELCTEA M3TOTOBAEHUA, THPAMMPOBAHUA AOKYMEHTOB M APYrUe TEXHUYECKME CPEACTBa
oBpaboTku peyesoil, rpapuueckoll, BMago- M ByKBEHHO-UMdPOBOI MHOPMaLKMK), NPOrpaMmMHBIE CPeacTBa (ONepauMOoHHLIE CUCTEMBI, CUCTEME! YNpaBAeHUR
Basamu JaHHbBIX ¥ T.N.), CPEACTBA 3aLMTb MHGOPMALMKM, NPUMEHAEMbIE B WHDOPMELMOHHBIX CUCTEMAX.

Mepexsat (MHdopmauuu) - HENpaBoOMepHoe noAyyeHne WHGOPMAUMKM € MCMONb3OBAHWMEM TEXHWMECKOro CpeacTsa, OCYWEeCcTBAAIOLEro
obHapyskeHue, npuem 1 06paloThy MHGOPMaTHBHLIX CHIHAN0B. . 3

MepcoHanbHble AaHHbie - niobas MHGOPMALMA, OTHOCAIWLAACA K ONPeJeneHHOMY WAW ONpeAenseMoMy Ha OCHOBaHMM Takoi MHbopmaulu
tuanecKomy nuﬁ,y (cyBberTy nepcoHanbHbiX AaHHBIX), B TOM Yucae ero Gamuans, uma, OTYECTEO, rog, Mechal, JaTa U MEecTO POMAEHWA, aapec, cemeiHoe,
COUMANBHOR, MMYLLLECTEEHHOE NOOMEHKHE, o0OpasoBaHue, Nnpodeceun, 4oXoasl, Apyras HGopMaLMa.

MNobouHble 3NEKTPOMArHUTHLIE M3NYYEHMA M HABOAKM - 3AEKTPOMArHWTHLIE M3AYYEHMA TexHuueckux cpencts obpaboTkn 3almilaemoi
WHOOPMALMK, BOHMKAKOWME KaK NOBOYHOE ABASHME M BbI3BaHHLIE INEKTPUHECKUMW CUrHANaMHK, ASHCTBYIOWMMMU B X BNEKTPUMMECKMX M MarHUTHLIX LEnax, a
TAKIKE INEKTPOMAETrHMTHBIE HABOAKU 3TUX CUIHAN0B HA TOKONPOBOAALLME IMHUW, KOHCTPYKLMKM M LENU NUTAHUA.

MonuTka "umcroro crona” - KOMNASKC OPraHM3alMOHHBIX MEPONPUATHN, KOHTPOAUPYIOWMX OTCYTCTBME 3anWCLIBAHWUA HA BYMANHLIE HOCHTE M
knioueit u atpubyTos gocTyna (naposei) U XpaHeHna ux B6aM3n 06LEKTOB focTyna.

Monb3oBaTtent MHGOPMALMOHHOW CHCTEMBI MEPCcoHanbHbIX AaHHLIX - ML, YYacTByloliee 8 GYHHUMOHUPOBAHUM WHPOPMALMOHHONA CHCTEMBI
MEPCOHaNBHBIX AAHHBIX MAK UCNOAL3YIOWEE Pe3YALTATL! €8 GYHHUMOHMPOBAHWA.

Mpaeuna pasrpaHu{eHWs AOCTYNA - COBOKYNHOCTL NPaBKA, PEr1ameHTUPYIoWMX Npasa AocTyna cyGbeKTos AocTyna Kk o6bektam AocTyna.

NporpammKan 3akNagka - KoL NpPorpaMmel, NPEAHAMEPEHHO BHECEHHbIA B NPOrpammy C UENLIO OCYLECTBMTL YTEURY, M3MEeHUTL, BAOKMpPOBaTS,
YHUUTOMWTL MHPOPMALMIO WAK YHUNTOMUTE W MOZMGWLMPOBaTL Mporpammioce obecnederve WHGOPMALMOHHOM CUMCTEMBI NEPCOHANBHBLIX OAHHLIX U (Wau)
610KMPOBATL ANNApaTHbIE CPRACTEA.

Mporpammuoe (nporpammHo-maremaruyeckoe) Bos3gelcTBMe - HECaHKUMOHWPOBAHHOE BO3AEHCTBWE HA pecypchl aBTOMATH3MPOBAHHOM
MHOOPMELMOHHON CUCTEMB!, OCYLIECTEIAEMOE € UCTIOAL30BIHMEM BPELOHOCHBIX NPOrpamm.

PaCcHpbITHE NEPCOHANBHBIX AAHHDBIX - YMBILIEHHOE WK CY4aiHOE HapyLWeHKe KOHPUAEHLMANBHOCTH NEPCOHANLHBIX AAHHBIX.

PacnpocrpaHeHre NepcoHanbHbIX AaHHbIX - AEHCTBMA, HAaNpaBAeHHbIE HA Nepelaqy NepcoHaNbHBIX AFHHBLIX ONPEAENeHHOMY Kpyry 1L (nepesaya
NEpCoHaNbHLIX AaHHLIX) MAM HA 03HAKOMAEHWE C MEPCOHANBHBIMM AAHHBIMM HEOrpaHMYEHHOD KPYra kL, B TOM 4MCAE OOHAapOZOBIHME MEPCOHANbHBIX
JaHHbIX B CPeACTBax Maccosoi Hﬁd:opmaunu, pasmeiieHie B MH(OPMALMOHHO-TENEKOMMYHMKALMOHHLIX CETAX WAW NPEemoCTasAeHMe [ocTyna K
NEPCOHANLHBIM AAHHBIM KaKUM-11B0 UHbIM cnocobom.

Pecypc MHPOPMaUWOHHOW CHCTEMbI - WMEHOBAHHbIA 3N1eMEHT CHCTeMHOTO, NPUKNAAHOMO WAKM annapaTtHoro obecnevenun GyHKUMOHUPOBAHUA
MHGOPMALUOHHOR CHCTEME.

CneumanbHblie KaTeropuu NEpPCOHaNbHLIX  AaHHLIX - NEPCOHANbLHLIE A3HHbIE, HACAIOWMECA pacosol, HaUMOHAAbHON NPUHAANEMHOCTH,
NOAMTUYECKKX B3TAA0B, PEAUTMO3HbIX MW GUNOCOGCKUX YEEHAEHWIA, COCTOAHWA 340POBLA M MHTUMHON MKU3HK Cy6beKTa NepcoHanbHLIX AaHHbBIX.

CpeacTea BbIMMCAUTENBHON TEXHWMKW - COBOKYMHOCTb NPOrPaMMHBIX W TEXHWYECKMX 3INEMEHTOB cuctem 06paboTk AaHHbIX, cnoCoBHbLIX
YHKUMOHMPOBATL CAMOCTOATEALHO WAM B COCTABE APYTUX CUCTEM,

CyBwvext gocryna (cyBwext) - Anuo wan npouece, AERCTEUA KOTOPOTO PETNAMEHTHPYIOTCA NPABMAAMM pa3rpaHuieruA 4ocTyna.



TexHWU4ECKMA KaHan yTeuykn MHPOPMaLMM - COBOKYNHOCTL HOCUTENA uHdpopmaumu (cpeacTtsa o6paboTku), (pM3MUECKON cpeasl pacnpocTpaHeHus
WHPOPMATHBHOTO CUrHaAa M CPEACTB, KOTOPLIMKM A0BLIBaeTCA 3alMIaeMan MHpopmaLKa, .

TpaHcrpaHvyHan Nnepeaaya NepcoHanbHbIX A3HHBIX - NEPEAAYE NEPCOHANbHBIX AaHHLIX onepaTtopom yepes [ocyAapcrBeHHYIO rpaHuuy Poccuickoi
degepauun Oprady BAACTH WHOCTPAHHOTO rOCYAAPCTea, GUIMUSCHOMY AW IOPHUOWYECKOMY NMUY MHOCTPAaHHOrO rocyAapcTea.

Yrposbl 6e30nacHoCTH NEPCOHANBHBIX AAHHLIX - COBOKYNHOCTL YCA0BMIA U GavTopOoB, CO3A3I0WMX ONACHOCTb HECAHKUMOHMPOBAHHOID, B TOM Yucae
cnyyaiiHOro, AOCTYNa K NEepPCoHaNbHbIM  A3HHBIM, PE3yALTATOM KOTOPOrO MOMET CTaTb YHWHTOMEHue, W3meHeHue, OGNOKMpOBaHWE, KOMMPOBaHWE,
PACcNpPOCTPAHEHME NEePCOHaNbHbIX daHHbIX, @ TAKKE MHBIX HECAHKLMOHMPOBAHHLIX AeHCTBKiA npu ux obpaboTke B MHPOPMALMOHHOW CHCTEME NEPCOHANbHBIX
AAHHBIX,

YHUYTOXKEHKE nepCoHanbHbiX AaHHbIX - ,u.eﬁnaua, B PE3YNLTATE KOTOPBLIX HEBO3MOMHO BOCCTAHOBWTE COdepiHaHWe NeproHa/bHBIX AdHHBIX B
WHPOPMALMOHHOM CUCTEME NEPCOHANBLHBIX BAHHBIX MK B PE3YILTATE KOTOPLIX YHUUTOMKAOTCA MaTepUasbHbie HOCUTENM NePCOHANBHBIX JaHHBIX.

YTeuxa (sawpuwaemoii) MHGOpMaLMKM MO TEXHUHBCKWM KaHanam - HEKOHTPONMPYEMOE pacnpocTpaHeHue MHGopMaLMK OT HOCUTENA 3aluMaemoit
WHQOpMALLMK Yepes PUSHUECKYIo CPeay A0 TEXHWUYECKOro CPE/CTEa, OCYLLECTBAAIOWEro NepexsaT MHhopmaLu.

YupexgeHue - yupesaeHuA 30paBo0XpaHeH A, COUManbHoi chepbl, TPYAa M 3aHATOCTU. | '

Va3BuMMOCTh - cNabOCTE B CPEACTBaX 3aLUMThI, KOTOPYIO MOMKHO MCNONB30BATh 418 HAPYLWEHWA CUCTEMBI AW Cogemkallieiica B Hell uHdopmaumy,

UenoctHocts MHGopmaumu - cnoco6HOCTb CPEACTBA BLIYUCAMTENBHON TEXHUKN MW 3BTOMATM3MPOBAHHOA cucTembl oBecneynsaTt HEMIMEHHOCTD
WHHOPMALMK B YCAOBUAX CAYHARHOMO M/UAKM NpeaHaMEePEHHOTD UCKaKeHUA (paspywenua).

OBbo3HaveHus U COKpaleHus

ABC - aHTMBMpPYCHbIE CPEACTBa
APM - aBTOMAaTHINPOBAHHOE paBoyuee mecTo
BTCC - BCOMOraTeNtHble TEXHWIECKUe CPeACTBa U CUCTEMBI
UCNAH - HGOpMALWOHHAA CUCTEMA NEPCOHANbHBIX AAHHBIX
K3 - koHTpOAKMPYEMan 30H3
NBC - NOKaNLHAA BblUMCAUTENbHARA CETh
" M3 - MECETEBOM IKpaH
HC/ - HecaHKUMOHKMPOBaHHLIN gocTyn
OC- onepaluuoHHanA cucTema
NAH - nepcoHanbHble OaHHble
MMB - nporpaMmMmHo-maTemaTu4eckoe Bos3geicTeme
NO - nparpammuoe obecnedeHue
M3MMH - No6oYHBIE 3NEKTPOMArHUTHBLIE M3/IYHEHUA W HABOAKK ’
CA3 - crcTema aHann3a 3aluuuleHHoCTH
C3U - cpeacTBa 3aUHTEI MHPOpMaLMK
C3M/H - cucTema (NoACHCTEMA) 3aLLMTLI NEPCOHANBHBIX JAHHbIX
COB - cucTema o6HapyMeHWA BTOPHEHWH
TKY U - TeXHUUECKHUE KaHaNb! yTeuru uHdopmaLumu
YBNAH - yrpo3s! 6e30nacHOCTH NePCoHaNbHLIX AAHHBIX

BeegexHune

Hacroawan MonnTuka uHpopmaumoHHoii BesonacHocTy ydpemaeHua (aanee - NMoantuka) FAY3 «Peifno-Cnoboackan LeHTpanbHas pailoHHan
BonbHuua» (danee - YypemaeHua), paspabotana MUHWCTEPCTBOM 3APaBOOXPaHEHMA M COUMANLHOTO Pa3BUTHA PX, ABAAETCA ODULMANLHBIM OOKYMEHTOM.

NoauTura paspaBoTtaHa 8 COOTBETCTBMM C LENAMM, 33434aMKU 1M NPUHUMNAMK obecneyeHns 6e30NacHOCTH NEPCOHANbHBIX AAHHLIX UBNIGHEHHBIX B
Kouuenuuu uHdopmauvorHol BeaonacHocru MCNL YupemaeHua.

MonutvKa paspaboraHa B cooTsercTBUMM C TpeboBanuamu DepepanbHoro 3akoHa ot 27 wions 2006T. N 152-93 "O nepcoHanbHLIX AaHHLIX" W
nocrakosnedunn pasutensctea Poccuiickoit ®egepaunu oT 17 Hos6pa 2007 r. N 781 "O6 yreepwagenuu lNonowenHuAa o6 obecneyenuu BesonacHocTn
MEPCOHANLHbIX AaHHLIX Npr WX 06paboTie B MHHOPMALMOHHLIX CUCTEMAX NEPCOHANLHBIX AaHHBLIXK", H3 OCHOBAHMM:

- "Pexomenpgaumii no obecnedeHvio 6e30NaCHOCTM NEPCOHANbHBIX OAHHBIX NpW uX 06paboTke B WHGOPMALMOHHBIX CMCTEMAaX NEPCOHANbHLIX
AaHHLIX", yTBepHAEHHbIX 3amecTuTenem aupektopa PCTIK Poccuu ot 15.02.2008 .,

- "Tunosbix TpeGosaHwii No opranusauyun u obecneyeHnio GyHKUMCHUPOBaKNA WdpoBanbHbix (KpUNTOrpaduueckx) CPpeacTs, npeaHasHaueHHbIX
AAA 33WKTHI MHGOPMALIMK, HE COARPIKaLLe CBeAeHWIA, COCTABNAIOLMX rOCYA3PCTBEHHYIO TaliHy B U]wae W3 UCNoNbL30BaHKUA AiA obecneveHna GesonacHoCTH
NepCoHanbHbIX AaHHBIX NpU ux 06paboTke B MHGOPMALMOHHLIX CUCTEMAX NEepCoOHaNLHBIX JAHHLIX", YTBEPKAEHHIX pykoBoacTBom 8 Llentpa ®CE Poccuu
21.02.2008 r. N 149/6/6-662.

B MNonutvke onpegeneHsl TpebosaHuAa K nepcoHany WCIMOH, cTeneHb OTBETCTBEHHOCTM NEpPCOHana, CTPYKTYpa M Heobxoumblit ypoBeHb
33WMILEHHOCTH, CTAaTyC W AOMMHOCTHbIe 00A33HHOCTWM COTPYAHWMKOB, OTBETCTBEHHbLIX 32 ofecneyeHwe Ge30nNacHOCTM NEPCOHANbHLIX AaHHbX B WCMAH
YupenmpgeHua.

1 O6uwme nonoxeHus

Liensto HacToaweld MonuTukK ABaAeTca obecneyeHne Ge3onacHoCTH OGHLEKTOB 3aLMTLl YUPEMAEHWUA OT BCEX BUAOB Yrpo3, BHEWHWX W BHYTPEHHMX,
YMBILWAEHHEIX W HENPEAHAMEPEHHbIX, MMHUMMK3AUWA Yiuep6a OT BO3MOKHOW peanusauuu yrpo3 6esonackoctv MAH (YBNAH).

BeaonacHoCcTh NEPCOHANbHBIX AAHHLIX AOCTHIAETCA NYTEM UCKNOUEHUA HECAHKLMOHWPOBAHHOrO, B TOM YMCAE cny4aliHoro, OCTYNa K NepcoHanbHbIM
A2HHBIM, PE3YNLTaTOM KOTOROTO MOMET CTaTh YHUUTOKEHWE, U3MeHeHue, 6A0KMpOBaHUe, KONMPOBaHWe, PacnNpPOCTPaHEHWE NEPCOHANBHBLIX JAHHBIX, 3 TaKme
WHBIX HECAHKUMOHUPOBAHHBIX 4eWCTBUA.



MHdOpMaLUnA 1 CBA3aHHBIE C HEll pecypcbl fOMKHb BbITb AOCTYNHLI ANA aBTOPH30BaHHbLIX NONL30BATENEH. [OAMHO OCYLLECTBAATLCA CBOBBPEMEHHOE

oBHapyHeHWe i pearMposandune Ha YBIAH.

JOMmHHO OCYIWECTBAATLEA NPEAOTEPALLIEHIE NPEAHAMEDEHHBIX MM CAYYaMHBIX, YACTUYHBIX MM NMOAHBIX HECAHKUMOHWPOBAHHLIX MOAUDUKALMIA UK
YHUUTOMEHUA JAHHDIX,

Cocrae 06LEKTOB 33WNTEl NPeAcTasneH B MNepeyHe NepcoHanbHbIX AaHHbIX, MOANENAWMNX 3aLMTE.

Cocras WCMNIH nognemawmx sawure, npeacrasned 8 OTyeTe 0 pesynstaTtax NpoBeAeHUA BHYTPEHHEHR NpoBepHu.

31a Noautnka nHbopmalunoHHOK GesonacHocTy buina yTeepmAeHa pyKoBoguTENEM YapexmaeHua W BBEJEHA B AeiicTBre npukasom N

OT KM XKH XXX

2 OBbnacTs pelicTeua

TpeBoBaHUA HACTOALWEN MTOAMTHKK PACNPOCTPAHAIOTCA Ha BCEX COTPYAHWKOB YupemaeHna (LUTaTHbIX, BpemeHHbIX, paBoTalowmx No KOHTPAKTY 1 T.M.),
3 TAKIME BCEX NPOMUX UL, (NOAPALHMKM, BYAMTOPLI U T.N.).

3 Cucrema 3aiynThi NepcoHanbHbLIX AaHHbLIX

CucTema 3aLuTel NepcoHanbHbIX AaHHb (C3MNAH), CTPOWTCA Ha OCHOBAHWK:

- OT4eTa 0 pesy/bTarax NpoBeARHUA BHYTPEHHENR NPOBEPHK;

- NepeyHA NepcoHanbHbIX AaHHLIX, NOANEHAWMK 3aLLuTE;

- AKT2 KNACCUBUKALUM MHPOPMALMOHHON CUCTEMbI NEPCOHANbHLIX JaHHLIX;

- Mogenu yrpos 6e3onacHocTi NepCoHanbHbiX AaHHbIX;

- MONOMEHUA O PAsrPAHUYEHWK NPaB focTyNa K 06pabaTbiBaembiM NEPCOHANLHLIM A3HHBIM;

- Pyrosogawmx gokymentoB GCTIK u $CBE Poccuu.

Ha ocHOBaHMMW 3TUX JOKYMEHTOB onpenenaeTc HeoGxoaumblit yposeHs 3awmwedHoctd NAH kampoih UCNAH YupeswgeHua. Ha 0CHOBaHWK aHanvsa
aKTyaneHeix yrpos GesonacHocty NOH onucanHoro B Moaenn yrpo3 u Otyera o pesynkTatax NnpoBefeHus BHYTpeHHell npoBepke, AENaeTca 3aKnioyeHne o
HeoBXoAMMOCTH MCMONL30BaHMA TEXHMHECKMX CPEACTB M OpraHin3dauuoHHbIX MeponpHAaTHiA aan obecneuern BesonacHocti NAH. BuibparHuie nHeobxogumbie
MEPONPUATHA OTPamaloTeA B MhaHe Méponpnamﬁ o o6ecneyednio 3awuTbl MOH. '

Ana rawpoi MCNJH pomwed BbiTe COCTABAEH CMWCOK WCNOAB3YEMbLIX TEXHWHECKMX CPEACTE 3alUMThl, 8 TaK e nporpammHore ofecnevqeHua
yyacTeylowero 8 oGpabortre NAH, Ha Bcex anemenTax UCTMAH:

- APM nonb3oeareneii;

- CepBepa NpuAOHEHNA;

- CYBf;

- panuua J1BC;

- KaHanos nepegayuu B ceTy o6LWero NoNb30BaHKUA W (MAK) mewayHapoaroro obmeHa, ecnw no HuM nepeaaiorca NAH.

B 33BMCHMMOCTH OT YPOBHA 3awmiuerHocTi MCNOH v akTyanbHeix yrpos, C3MN0H momeT BRAOYaTs CheayiolMe TeXHWYeCckue cpeacTea:

- GHTUBMPYCHLIE CPEACTBa AnA paboumnx CTaHUWil nonb3oBaTeneli 1 cepeepos;

- CPEACTRE MEMCETES0r0 IKPAHUPOBAHMA;

- cpepcTea KpunTorpaduueckoi 3aluTel MHGOpMaLMY, NPU Nepejaye 3aluLaemMoi MHGOPMALKK N0 KaHANaM CBAIN.

Tak Me 8 CNMCOK GOMiKHBL BbITL BRAOYEHBI GYHKUUKW 3auThl, obecneynBaemble WTaTHLIMK cpeacTeamu obpaborku NOH onepauuoHHsIMu
cucremamu (OC), npurnaaHeiv MO ¥ cneunanbHLIMK KOMNIEKCEMU, PEANMBYIOLLUMK CPEACTEa 33Tl CNMcoK GYHRUMI 33LNWTEL MOMET BRNIOYaTb:

- YNpasneHne 1 pasrpaHnyeHue A0CcTyna Nosb3osaTtench;

- perucTpauMIio 1 yHeT aeicTeunii ¢ uHgopmaLme;

- oGecneyrsaTh UeNoCTHOCTb AaHHbIX;

- NPOM3BOOUTE OGHAPYIKEHWUI BTOPMEHWHA.

CAWCOK WMCNONb3YEMbIX TEXHWMECKMX CPBACTB oTpa)aetcA B [lnane meponpuatMit no obecneyenwio 3aWWTbl NEPCOHANbLHBIX A3HHBLIX. Cnucok
MCNONb3yembIX CPEACTB O0MKEH NOLOSPMMBATLCA B aKTyanbHOM COCTOAHMMK. TIpU M3MEHEHMM COCTABa TEXHMYECKMX E:pe.qcra 3aLLKUTL! MAK anemenTos MCMNOH,
COOTBETCTBYIOWME HIMBHEHUA A0AMKHEI BbiTh BHECEHb B CMCOK W YTEEPIALHb! PYKOBOAHTEAGM YHPEHASHNA WAK AWLOM, OTBETCTEEHHbIM 3a ofecneverue
3awuThl MAH.

4 Tpeboeanus k nogercTemam C3MNOxH

C3NAH srnoqaer B cefa cneayouiMe noACMCTEMBI:

- YNPaBAEHWA JOCTYNOM, PEFMCTRELMN U YYETS;

- obecneyeHns UenocTHOCTH U A0CTYNHOCTY;

- @HTMEUPYCHO ! 33LMTBI;

- MEMCRTEBOMND 3KPaHUPOBAHWA,

- AHAMM33 3AWNILEHHOCTH;

- 06HaPYIKEHMA BTOMKEHWH;

- KpunTorpadMyeckon 3amThl,

Moacucremsl C3MAH uMeloT pazanuHblit QYHKUMOHAN B 3aBUCHMOCTI OT Knacca MCTIAH, onpegeneHHoro 8 Akre KAacCuuraumu nHbOpMauHoHHOMH
CHCTEMbI NEPCOHANbHLIX AAHHBIX. CNMCOK COOTBETCTBMA (yHKUMA nogcuctem C3MOH knaccy 3alULLEHHOCTM NpeacTasneH B [IPUAOKEHHM,

4.1 MogcucTeMb! YNpaBMeHWs AOCTYOM, PErMCTpaumny 1 yyeta

Nogcucrema ynpasaeHua OCTYNOM, PEFMCTPALMU M YUeTa NpeaHa3HaueHa Aia peanu3auun cheayiowmx byHKuuii:



- nAeHTMdKRALMK ¥ NPOBEPKA NOANMHHOCTH cyGbeKToB ADCTYNa npu Bxoge B MCNfH;

- MASHTUGKKALNY TEPMUHANOB, Y2AO0B CETH, KAHANOB CBASM, BHEWHUX YCTPOHCTS No NOMMHECKUM KMEHAM;

- WOSHTHGUHALMK NPOFRamMM, TOMOE, KATANOToB, Gainos, sanuced, nonai 3anucel No HMEHaM;

- pPerMCTPAUMK BX0AA (BixoAa) CYGLEKTOB A0CTYNA B CHCTEMY (M3 CHETeMBI), AMBO PerMcTPaLMA 3arpyakn H HHHLUMaNW3aLMH ONER3LHOHHON CHCTEMbI
W ee OCTAHOBA.

- PErMCTPALKMHK NONLITCH AOCTYNA NPOrPAMMHBIX CREACTE [NpOrparm, RPOLSCCOB, 33434, 330aHMA) K 3awMwastbinm dafinam;

- PETUCTRALMAI NONBITOK AOCTYN3 NPOrPAMMHbLIX CREOCTE K TEPMUHANIM, KAHANBM CBAZH, NPOTPAMMAM, TOMAaM, KaTanoram, Galinam, 3anucam, nonam

#

anucel,

NodcucTema YIPaBAEHHA A0CTYNOM MOMET GbITh PeaAU30BAHA C NOMOLLBI0 WTATHRIX cpedcT o6pabaTin NAH {onepauuoHHBIX CHCTEM, NPUACHKEHHIA
u CYBA). TaK e momeT BeITh BHeAPEHD CNELUANBHOE TEXHMMECKOE CPBACTED HAW WX KOMINABKE OCYLECTERAILME AONOJAHHTEABHBIE MEPLI RO aYTEHTHDMHAUMK
WM KOHTRONO. HanpuMep, NPUMEHEHHE eAWHBIX XPaHWAWLY, YYeTHbIX 3anucefl NoAb3OBaTenell M PerMcTRauMOHHON WHAORMALWM, MCNCALROBBHME
SHOMETPHUACKHX Y TEXHHYECKHY, {C NOMOLWBIG 3NBKTPOHHBIX NPONYCKOB) MER aYTEHTH(HKaUMK W APYIHX.

4.2 Moacuctema obecnedeN UENOCTHOCTH Y AOCTYMHOCTH

NoacucTema oGeCneuaHHA LeAoCTHOCTH M JOCTYNHOCTH NPEAHazHauYeHa LAA oOecneveHrA USAOCTHOCTH M AocTynHocTs [OH, nporpamMmHels W
ANnnapatHelx cpeacTs MCNAH YupemgeHia, 2 TaK e CPearTs 331UHUThl, AP CAYMAHHON 1AM HAMEDEHHDH MOAWDHKaLMN,

Tl0ACHCTEMA PEARKSYETCA ¢ NOMOLLLIO GPFAHMAAUMK PE3ePBHOMD KONMPOBanuAa obpalbaTolBacmbIX JakHbIX, 3 TAK e Pe3epBUPOBAHUEM KAIOYEBbIX
3nemenTos UCNOH.

4.3 NoacnucTemMa aHTUBHMPYCHON 2alUTRI

NoACKCTEMa AHTHBMPYCHON 33WWTHl NPEAHa3HaueHa ana obecneveHMs AHTWBHPYCHOH 3alluTel cepBepoB v APM noaw3psatener MCOAR
YupemagHma, .

CpeacTea aHTMBHPYCHOR 3ALMTBI NPEAHAZHAYEHL) ANA PEARUBALMKM CACAYIOWMX DYHRIMIA;

~ PE3NOSHTHEIH AHTHBUPYCHUIH MOHKTOPWHT;

~ AHTHBHPYCHOR CHAHWPOBAHKE;

- CKPUNT-BACKKUPOBAHUE;

~ UEHTPANN3OBIHHYIO/YAANEHHYIO YCTAHOBKY/ SEMHCTANNALMIO GHTHEMPYCHOTO NPOAYKTA, HACTPOHKY, 3OMHHMCTRWPOBAHME, NPOCMOTD OTYETOR M
CTATHCTHUECKON WHDOPMaUMK No paboTe RPOLYKTa;

~ BBTOMATUINPOBAHHOE OGHOBNEHME 3HTHMBUPYCHEIX Ga3;

- OFPaHWHYEHHE NPaB MOAL30BATENA HA OCTAHDBKY HUCNOAHABMBIX 33034 M M3MEHBHUA HACTPOEK AHTHBHPYCHOTO NPOIPAMMACro obecnaseHun;

- ABTOMATHHECKWIA 3aNYCK CPA3Y NOLAE 33TPY3KH ONEPAUMOHHON CHCTEMbL.

MoACKHCTEMR PEARKBYRTCA NYTEM BHEAPEHHA CRELMAALHOMD AHTHBHBYCHOTO NPOrPAaMMHOTD oBecnedanna Ha Boe saemenTsl MCTTAH,

4.4 MoacucTema MexceTeBoro SKPaHHpOoBaAHKNA

NoACHCTEMA MENKCETEBOTO IHPAHWPOBAHWA NPeAHASHAYLHA ONA PEAAWIaLMM CASAYIOWMY yHKUME:
- ¢unbfpa LMY OTKPBITOTC M 33WHGPOBAHHOID [3aKkpbiTora) IP-TPadMKa No cAeay oMM NAP3METPam;
~ PUHECALMM BO BHYTPEHHHX MYPHANAX MHPOPMBLIMH O MPOXOARLIEM OTKPLITOM H 33KpETOM IP-Tpaduue; "

- MAEHTHPHHAUMM W BYTEHTMRHRALMIO AAMUHWCTPATOPA MEKCETEEOTO 3KPAHA NPU ero AOKAALHBIX 33NPOCAX Ha A0CTYN;

- PEIVCTPaUMM BXoAa [(BbIX0OAA) AAMHHUCTPATOPA MEXCETEBOTO DKRAHA B CUCTEMY (M3 CHLTEMBE) MMB0 3arpysKM M MHKUMANNIANMK CUCTEMBI M e
NpOrPaMMHOI0 OCTARCER;

- KOHTROAA UEACCTHOCTH CAOSH NPOrpamMHORA M MHOOPMALMOHHOM YacTH;

- PHABTPBLMM NHETOB CAYHebHLIX NPOTOKOACE, CAVKALIMX 107 AMATHOCTURM M YNpaBaeHua PaboToil ceTeBbIX YETPORCTE;

- PUABTPSLMIA € YMETOM BXCAHOTO M BEIXOAHOTO CTeBOro UHTepdeHca Kak CPeACTBO NPOBE PR NOAANHHOCTH CETEBLIX 3APRCOE;

~ PErMCTRALMM M YHETA 3aNPALWMBARMBIX CEPBUCOB NPUKAIZHOTO YPOBHA;

- GAOHMPOBAHMA AOCTYN3 HeWAEeRTUGHMUMPOBAHHOTD OOBEKTA WaM cylBeKTa, NOAAMHHOCTL KOTOPOFC NPk AYTEHTMOKKALKMM He NOATEEPAHNECS,
METOAAMM, YCTOHUMBLIMH K nepéxaa'r\,r;

- KOHTPOAA 32 CETEBOH ARTHEHOCTLIO NPHUAGHEHUA M 0BHADYHERKA CETEBbIX aTaK.

NoacucTema pEaAMIyeTca BHEAPEHUEM NPOTPAMMHO-ANNARATHBIX KOMNABHCOE MERCETEBOM0 IKPAHMPOBAHWA HA rparKue fICB, Knaccom He Huwe 4,

4.5 NoacKcTeMa adanv3a 2alMueHHOCTH

NOACMCTEMA AHANMAA FAWWWEHHOCTH, ACMAHHA O0DeCnNayMBaTh BLIABKEHWUA YA2BMMOCTEN, CBASDHHLIX C OWHOKaMW 8 KoHdurypauww NC MCNAW,
KOTOPBIE MOMYT BbiTh MONONLIOBAKI HAPYILWTENEM AAR PEAANIALIMK ATAKM Ha CHCTEMY,
WYHKLKOHAN NOACHCTEME! MOMET DbiTe PEANN3ORAH NPOTPAMMHBIMH W IPOTrPaMMHO-aNNAPATHBIMK CReACTBAMU,

4.6 NoacucTema oBHaPYHEHNWA BTOPMEHNA

NoacucTema cOHapyMeHUA BTOPXEHNH, AOAKHA 06SCN2YMBATe BLIABAGHWE CETEBLIX aTak Ha snemenTs! MCNAK noaxnouerHsbie k cetAam obwero
NOALIOBAHWA W (MAK) MENKAYHAPOAHOTO OOMEHE.
DYHKUMOHAR NOACUCTEMEl MOMET DbITe PEANNZORAH NPOTPAMMHBIMH 1 NPOTPAMMHO-ANNARATHBIMK CPEACTBAMM,



4.7 Nopgcuctema KpuntorpaduyecKon 3awmnTsl

Noacuctema KpunTorpaduueckol 3aluThl NpeaHasHavYeHa AN Mckaodenua HCO k 3awuwaemoi vHpopmaumn 8 UCNOH YupempeHua, npu ee
nepeaayun no Kavanam ceAsu cereit obuiero nonb3osaHua u (Man) mewayHapoaHoro obmena.
NojcmcTema peanmuayeTca BHEAPEHWA KPUNTOrpaduyeckux NPOrpaMMHO-annapaTHeIX KOMIIEKCOB.,

5 Monkzosatenu UCMOH

B KoHuenuuu MHGOPMaUMOHHON 6230nacHOCTM onpeseneHbl OCHOBHLIE KaTeropuu nonb3osatenei. Ha ocHOBaHMM STUX KaTeropuk ACMKHA ObiTh
npowu3BeneHa TMNU3auuA noaslosateneil MCNOH, onpeaeneH ux yposeHb JOCTYNA W BOIMOMHOCTH,

B UCMAH YupexaeHua MOMKHO BbIASNUTE CAGAYIOLME FPYNbl NoAL30BaTENEH, yHacTBYIowmMx B o6paboTke U xpaHeHuu MAH:

- Agnvmnuctparopa MCMAOH;

- AgmunncTpaTopa GesonacHocTy;

- Onepatopa APM;

- ALMUHWCTPaTOPa CETH;

- TexHHY@CKOro cneunanucTa no obeayuBatnio nepudepuittoro obopyaoeaHus; ;

- Nporpammucr-pazpaboriuk UCNOH.

Nankele 0 rpynnax nonb3osaTenax, YPOBHE MX A0CTYNa W MHGOPMUPOBAHHOCTM JOMMeH BbiTb oTpameH B [ONOMEHME O PasTPAHMYEHMW Npas
Aoctyna k 06pabaTeiBagmMbim NERCOHANLHBIM AaHHBIM.

5.1 Anpmunuctpatop UCMOx

Anmunucrpatop WCMOH, coTpygHWK YupemOeHua, OTBETCTBEHHbIM 33 HAacTpoiiky, BHegpedue u conposowpeHue WCNAH. Obecnevnsaer
PYHKUMOHMPOBAHKME NOACMCTEMBI ynpasneHus aocrynom WMCMOH U yNOAHOMOYEH OCYLWECTBAATL NPEeAOCTaBAEHME W PasrpaHWdeHMe [0CTyna KOHeYHoro
nonb3osatens (OnepaTtopa APM) K 3/@MEHTaM XPaHALLMM NEePCOHaAbHBIE AaHHbIE.

ApmunucrpaTop UCNAH obnagaer cneayouium YposHem AOCTYNa M 3HAHWIA:

- 060124387 NONHOM UHPOPMALMER O CUCTEMHOM W NPHMHAEAHOM NporpammHom obecnevernn UCMOH;

- ofnagaer nonHol WHpopmaumen o TEXHUYECKUX CpeacTBax u Kondurypauun UCNAH;

- UMEET AOCTYN KO BCEM TEXHUMYECKUM CpeacTBam 06paboTkU MHGOPMALIMKM K A3HHBIM MCTAH;

- 06nagaer npasamu KOHDUIYPUPOBAHKUA M 8 AMWHUCTPATUBHOW HACTPOMKM TEXHWUYECKKMX cpeacTe MCNOH.

5.2 AnmuHucTpaTop Ge3onacHocTH

AnmuHncTpaTop Ge30nacHOCTH, COTPYAHWMK YUpemaeHua, OTBETCTBEHHbIA 328 dyHKuMoHMpoeaHue C3MfIH, BKAOYaA OBCAYMMBAHME W HACTPOWRY
ABMUHWCTPATHBHOMN, CEPBEPHOM M KNMEHTCKOM KOMNOHEHT. ! :

AgmuHuncrpatop 6esonacHocTv 061343eT CABAYIOWMM YPOBHEM JOCTYNA U 3HaHMH:

- obranaer npasamu AgmurncTparopa MCNAR;

- ofnanaer nonHok uudopmaumen 06 UCNAH;

- MMEeeT A0CTYN K CPeACcTBam 3aluTel MHGOPMALUWUK M NPOTOKONMPOBAHWA M K 4aCTW KNlo4esbix 3nemenTos MCM/H;

- HE UMEET NPaB AOCTYNA K HOHQUIYPUPOBAHMIO TEXHUUECKUX CPEACTE CETU 33 UCKAIOHEHMEM KOHTPONLHBIX (MHCNEKUWOHHBIX).

ApmuHucTpaTop 6e3onacHocTi YyNonHOMOYEH:

- pPeanu3osbIBaTe NOAMTUKKM DE30NacHOCTH B YacTW HacTpoiku CH3M, memceTesbix 3KPaHOB M cucTem OBHAPYEHWA aTak, B COOTBETCTBMW C
KOTOPLIMK NOAL30BaTENt (Onepatop APM) nonyyaer so3amomHoCTs paborats ¢ 3nemenTamu UCIIAH;

- OCYLWECTBAATE aYANT CREACTB 3aWMThI;

- YCTAHABAMBATL JOBEPUTE/ILHLIE OTHOLLEHWUA CBORH 3aLUNLLEHHON CeTH C CeTAMM APYIMX YupemaeHnii,

5.3 Onepatop APM

Onepartop APM, cotpyaHuk YupemaeHus, ocywecrenaowmid obpaborky MAH. O6paboTtka MNAH BRAOYAET: BO3MOMHOCTE NpocmoTpa MH, pyuHo#H
Bsog, NAH B cucremy UCNOH, GopMUpoBaHWe CNPABOK M OTHETOB No WHGOPMaUMK, noayyeHHol U3 MCNJ. OnepaTtop He MMEEeT NOAHOMOUWI ANa ynpasneHus
nogcucremamu 06paboThu AaHHbIX U C3NOH.

Onepatop MCNOH obnanaer cneayiowum YpoBHEM JOCTYN2 M 3HaHWA:

- obnapaer cevu HeoBxoaumblimm aTpubyTamu (Hanpumep, napoiem), oBecneunBaLLMMK JOCTYN K HEKOTOpOMY noamHomecTsy MNAH;

- PACNoNaraeT KOHOUARHUMANBHBIMM SAHHBIMM, K KOTOPLIM MMEET GOCTYN. ' !

5.4 ADMUHUCTpaTOp ceTu

AOMMHWUCTPATOP CETW, COTPYAHWK YupemaeHus, OTBETCTBEHHbIH 33 (YHKUMOHMPOBAHME TENEKOMMYHUKIUMOHHOW nogcuctemsl WMCMOH,
AAMMHUCTPETOP CETH HE MMEET NONHOMOUMH A8 YNPABASHKA NoACUCTEMaMK 0BpaboTkK AaHHBIX M Ge3onacHocTy.

AgpuHncTpaTop cetv obnafaer cheayioLMm YPOBHEM AOCTYNA U SHAHWHA:

- 06n134aeT 4acTbio MHGOPMALMK O CMCTEMHOM M MPUKNAHOM NporpammHuom obecnedeHuu MCMNAH;

- 06nagaer YacTeio MHGOPMaLMY O TEXHWYECKUX CPEACTBaxX M KoHburypauun UCNAH;

- MMEET GUINYBCKMI ADCTYN K TEXHWYECKUM CpefcTBam 06paboThi MHGOpMalium U CpeACTBAM 3aLUnThl;

- 3HALT, N0 MEHBLIEH MEpe, OAHO NeransHOe MMA JOCTYNa.



5.5 TexHuuecKkuii cneyuanuct no oScyxuBanuio nepudepunittoro obopyaosanna

TexHWYECKMIA CNeunanmcT no oBenyHMBAHUMIO, COTPYAHMK YUpeKaRHMA, ocylecTBAAeT o06CayMBaHue U HacTpolky nepudepnitHoro obopyaosaHua
ACNAH. TexHW4eckni cneunanuct no oBCayMBaHUIO He uMeeT foctyna K [MH, He UMEET NONHOMOYMIA ANA YNpaBneHuA nogcucTemamu oGpaboTkm A3HHLIX W
6e3sonacHocTy,

TexHudeckui cneunanuct no obcaywmnsanuio obnafaeT cnelyiowmm ypoBHem SOCTYNa W 3HaHWA:

- 0613 03eT YaCTbio MHPOPMALIMK O CUCTEMHOM W NPUKNAAHOM nporpammHom obecneuermnn MCMNOH;

- 06n3AaeT 4acTbio MHDOPMALMKM 0 TEXHUYECKWX CPeacTBax W KoHdurypaunuu UCNOH;

- 3HAET, N0 MEHbLLEH Mepe, OAHO NeranbHOe UMA A0CTYNa.

5.6 MNporpammucT-pazpabotumk UCMNOH :

MporpammucTbi-pazpaboTiunKkK (NOCTAaBWMKN) NPUKABAHOIO NPOrpamMmHoro obecneyerna, oBECNeYMBAIOWME Er0 CONPOBOMAEHHE HA 33WMILEBEMOM
obvexre, K AaHHOMN rpynne MoryT OTHOCUTLCA KaKk COTPYAHWMKN YUPEIKAEHWA, TAK U COTPY,QHMKN CTOPOHHMX OpraHv3aumit.

JIMUO STOW KaTeropuu:

- oBnagaer undopmaumei ob anroputmax u nporpammax o6patotkv urdopmaumu Ha UCNOH;

- ofnafaeT BO3MOMHOCTAMM BHECEHWA OWMOOK, HEAEKNAPUPOBAHHLIX BO3MOMHOCTEM, NPOrpaMmHbLIX 3a3KN3A0K, BPEAOHOCHLIX NpPOrpamm B
nporpammuyoe obecnevyerune MCMNOH Ha craguu ee pa3paboTku, BHEAPEHUA U CONPOBOMABHWA;

- MOMEeT pacnonarate Mmobbimu dparmedTavin wHbopmauum o Tononormn WCMOH W TexHwyeckux cpegcteax obGpaboTtku u 3awmtel MM,
obpabaTteiBaemeix 8 MCNOH.

6 TpeGosauuna K nepconany rno abecnevenuto sawmure! MOx

Bece coTpygHukn Yupewmaenun, AsaslowmMecs nonbiosatensamu MCMOH, SOAMKHBI YETKO 3HATh M CTPOro BLIMNOAHATL YCTAHOBAEHHLIE NpaBuaa W
0BA3aHHOCTH NO A0CTYNY K 3alMuaembiv obkerTam 1 coBAl0AeHIMIO NPUHATOrO penuma BesonacHocti MAOH.

MNpy BCTYNAEHUYM B JOMKHOCTb HOBOIO COTPYAHMKA HENOCPEACTBEHHBI HAaYaNbHUK NOAPA3AENEHWUA, B KOTOROE OH NOCTYynaeT, ob6A3aH opraHv3osaTs
€ro 03HaKOMAEHWE C ADMMHOCTHOW MHCTPYRUMER M HEeoDXCAWMBIMKM AOKYMEHTAMK, PErNameHTUPYIoWMMK Tpebosanuna no 3awmre MNAH, a Takme obyyeHue
HaBblKam BbINOAHEHUA NpoLeayp, HeoBXoAUMBIX ANA CAHKLIMOHWMPOBAHHOTO UCNoAb30oBaHKA MCMAH.

CoTpyaHHK fomHieH GbITe 03HAKOMAEH CO CBEAEHWAMM HacToALLEH MOAUTUKK, NPUHATLIX NpoLeayp paboTel ¢ snemeHTamu MCMAH 1 C3NAH.

CoTpyAHUKKM YupempeHua, MCNoAb3yIoWMe TEXHWYECKME CpeacTsa ayTeHTUPMKaUMM, AOMmKHbI ofecneynBaTs COXPaHHOCTL MAEHTM@UKATopOs
(3nexTpoHHLIX Kalouel) M He gonyckaTh HCI, K HUM, 8 Tak e BO3MOMHOCTh MX YTEPM MAM MCMONB3OBAHWA TPETBMMM AWUami. TlONLIOBATENN HECYT
NepPCoHaNbHYIO OTBETCTEEHHOCTL 38 COXPaHHOCTh MAGHTUGUKATOPOE.

CotpyaHuky YUpewoeHun AONHMHE CASAOBATL YCTAHOBAEHHBLIM NpOUEAypam nofaepwmanua pewwma Gesonacdocrw NOH npy swifope v
MCMOAL3I0BAHWKM NAPOAEH (ECNM HE UCNONB3YIOTCA TEXHWHYECKME CPEACTEA ayTEHTUDUKALMK).

CoTpyaHMKK YupempeHua pomwHel obecnednsats Hagnemalyio 3awury ofopyaosanua, octaenaemoro Gea npucmotpa, 0cofeHHo B TeX ChyHanx,
KOTAZ B MOMEIWEHWE WMEIOT AOCTYN MOCTOPOHHWE AWua. Bce nosb3oBaTenu AoMmkHbl 3HaTb TpeGosawuAa no GesonacHoctu MAH W npougaypbl 3aLWTh
obopyaocBaHua, ocTasneHHoro 6e3 NnpucmoTpa, a TAKKe CBoM 0643aHHOCTH N0 0BecneyeHnio TakokH 3aluTsl.

CoTpyaHuKam 3anpewaeTcs yCTaHaBnMeaTk NOCTOPOHHEe nporpammHoe oBecneveHue, NOAKAKYATL AMYHBIE MOBWALHBIE YCTPOMCTEBA W HOCMTEAW
WHpOPMaLMHK, 3 Tk e 3aNUCLIBATE HA HMX 3awiiliaemy o MHGPOPMALMIO,

CotpyaHukam 3anpeulaeTca pasrnallaTh sawuwaemyto MHGOpMaUKio, KOTopana CTana MM M3BECTHa npu paboTe ¢ MHGOPMALMOHHBIMU CUCTEMAMK
YupemaeHua, TRETEMM Auuam,

Mpwu pabote ¢ NAH B MCNOH coTpyOHHMKM Yupewpaenua o6A3aHbl obecneunTs OTCYTCTBME BO3MOMHOCTH mpocmotpa MAH Tpertbumu AuLamu C
MoHWUTOpPO8 APM uAn TEPMUHANOB.

Npw 3asepwennu pabotsl ¢ MCMOH coTpyaxvkk 06A3aHsL! 3aluTiTe APM MAK TEPMKUHANL! C NOMOLLEI0 BAOKMPOBKM KNHOYOM MAW 3HBMBANEHTHOIO
CPeACTEa KOWTPOAA, HANPUMED, AOCTYNOM NO NAPOIO, BCAKM HE UCNONbL3YIOTCA bonee cuAbHBIE CpeCTsa 3aWMThI.

CotpyaHukn Yupexgenua aomkHbl BbiTh npouHdgopmuposans! 06 yrpo3ax Hapylwenua pewuma GesonacHoctd TIAH M OTBETCTBEHHOCTH 3a ero
Hapywenrue. OHW BoAMHLI BbiTh 03HAKOMIEHLI C YTBEPHAEHHOW (GOPManbHOW NPOoLeaypoi HANOMEHWA AWCLMNAMHAPHLIX B3bICKAHWIA HA COTPYAHMKOS,
HOTOPBIE HAPYLWWAY NPWHATHIE NOAWTUHY ¥ Npoueaypw BesonacHocT NAOH.

CoTpyaHuxn o6a3anbl 6e3 npomeanenua coobarh oo Beex HabNIOAAEMBIX MAM NOSO3PMTENLHBIX Cay4anx pabotsl MCMNOH, MmorylWwmMx noBneus 3a
coGoi yrposel Gesonackoctu MfH, 3 TaKME O BLIABNEHHLIX MMM COBLITUAX, 3aTparusalcumx BezonacHocTs I'I,Egu', PYKOBOOCTBY NOARA3ABASHWA W Auuy,
OTBEYZI0LWEeMY 3a HeMealeHHOe pearvpoBaHue Ha yrposbl GesonacHocti MAH.

7 NomxHocTHLIe o6A3aHHOCTH Nonbk3oBaTtenei UCMOH

LonmuocTHele 0BasaHHocTH nonbioaarenei MCMNAH onucaHbl B CAEAYIOWMX AOKYMEHTAX:
- MHeTpykumA agmuumncTpaTopa MCNAOH;

- MHcTpyruma agmuuucTpaTopa GezonacHoctu MCMNOH;

- MHcTpykumA nonb3osatena MCNOH;

- MHCTpYKUMA NONB30BATENA NP BOSHUKHOBEHWW BHEWTATHLIX CUTYaLMA.

8 OTBeTCcTBEHHOCTE cOTpYyAHUKoB UCIMOH Yupexnenun

B cooTsercTeum co cr. 24 PeaepanbHOro 3akoHa Poccuiickoit ®eaepauuu ot 27 uions 2006 r. N 152-93 "0 nepcoHanbHbIX AaHHbIX" 1MLa, BUHOBHbIE
B HapyweHun Tpebosawnit aanHoro denepanbHOro 3aKOHa, HECYT TrPamAAHCKYI0, YrONOBHYIO, AAMMHMCTPaTMBHYIO, AUCUMMAMHAPHYIO M MHYIO
npeaycmoTpeHHYIo 3aKoHodaTensCcTeom Poccuiickoi Peaepaumu OTBETCTBEHHOCTb.



feiicTayiouiee 3aKOHOA3TEALCTE0 PP nosBoNAeT ApesbAsAATL Tpebosanua no obecnedenuio BesonacHol pafioTel C 3awmru@emMol nHbopmanyei n
NpPaAyCMaTPHBAET OTBETCTEEHHOCTD 33 HAPYWEHWE YLTAHOBNEHHEIX NPABUA SHCRAYETALMM SBM W CHCTeM, HEARABOMEDHBIN AOCTYN K MHDOPMALLHK, eCAK 35TH
AENCTBUA MPNBEAK K YHUUTOMEHHIO, 6AOKMPOBaHKID, MOIUPNKSLMHM WHDOPMALMK 1AM HApyWeHHIe paboTet 3BM uau ceTel {crateik 272, 273 1 274 YK PO},

AnmpnHuctpatop MCMAR W agMHUHWUCTPATOp 5E30NacCHOCTH HECYT OTBETCTEEHHOCTb 33 BCE ALACTBHA, COBERPLUEHHBIE OT WMEHK WX YYETHLIX 3anucel
WAN CHCTEMHMbD YUETHBIX 3ANKCEH, BCAW He A0KAZAH HAKT HECAHKLMOHWPCBAHHOTO MCTIOABIOBIHIA YUETHLIX 3anuced,

NPy HAPYWeHWAX COTPYAHMKAMK YupemaeHna - noasacearensid MCOAH npaeun, CEA3AHHBIX C 6230NACHOCTHIO NAH, OHH HeCyT OTBETCTEEHHGCTE,
YCTAHOBASHHYID SeACTRYIOWMM IAKOHONATAALCTEOM POCCHIACKOH ®eaepaLivK,

MpueeAeHHble Bbile TPeBOBAHHA HOPMATHBHLIX SOKYMEHTOS NO 3AWMTE MHOCPMALMH AOAKHE BbITe OTPaMeHs! B NOAGKEHUAX D NOAPAsAENESHUAX
YupemaeHua, ocyugctaaaowmy obpadotuy MAH 8 HCMOH 1 J0NKHOCTHBEX UHCTRYKUMAK COTRYAHMKOB YUpent aeHuA.

Heofixogumo BHecTM B MoAGHKEHWA 0 NogpasgencHnax YupeaeHun, ocytlectsaaiowmx obpabotry NAW &8 MCNAH ceegeHnn 05 OTEETETBEHHOCTH MX
DYROBOAWTEASH Y COTPYAHMKOB 32 PAITADWEHWE W HECSHKIUWOHWPOBAHKYIC MOSUGIHaUMo {ncramenve, danvcudurauyio) NAH, 3 TIGHE 33 PENPIBOMEPHDE
BMEIATENLCTEO B NPOLECCH MK ABTOMATH3WPOBaHHON obpaboTki.

9 CAMcoK MCNONL3OBAHHBIX HCTOMHWHOB

OCHOBHBIMU HOPMATUBHO-NPABABBIMI U METGANYECKUMHN AOKYMEHTEMH, Ha /OTOPLIX BaznpyeTea HacToawee MoagKeHre ABAAITCA:

1. PepepancHuti sakor or 27.07.2006 1, N 152-93 "0 nepcodanbaelX Aanubi {ganee - ®3 "0 nepconantisiX AaHHbBX"), YCTaHaBAWBAKWME
OCHOBHbIE NPUHUKMNE W YCN0BWs 0BpaboTin NOK, npasa, 06ABAHHOCTY W OTBETCTBEHHDCTE YHACTHUKOE OTHOWBHMH, CBAIaHHAL ¢ 06paboTroi NOH.

2. "Nosac i1a 06 obecneyeHny G230NACHOCTH NEPCOHANBHBIX AAHHBIX NPH KX 00pafoTke B MHPOPMALMOHHEIX CHETEMEX NEPCOHANBHEIX JAHHBIX",

yTBepwAeHHoe MNocTasosreHnem MNpasutenpersa PO ot 17.11.2007 r. N 781,

3. "{loprack NPOBEAEHKUA KAACCMBURALNRK WHOOPMALMOHHBIX CHCTEM NEPCOHANBHBIX O3HHLIX', YTBRMKABHHLIA CoBMeCTHLIM Dpurasom OCTIK
Poccuu N 55, OCE Foccitie N 86 1 MuHnndopmesasn PO N 20 o1 23.02.2008 1.

4, “fionoswenne 00 o0coBeHHOCTAX 0BpaloTKM NepCOHANBHBIX AAHHBIX, OCYWECTEAAeMOR §ea NCRONL3OBaNMR CPegcTs aBTOMATWAALMK',
yTeepgeHHee MoctaHosneHdnem MpasuTenserea PO ot 15.09.2008 r. N 687, :

S. “TpeBosakHA K MaTEPHARGHLIM HOCHTENAM BHOMETPUYECKMX MEPCOKAALHBIX HAHHBIX M TEKHONOTWAM XPAHEHWA TaKUX A3HHLIX GHE
HHHOPMALMOHHEIX CHETEM NTERCOHANBRBIX A3RHBIX", yTBEpH ARHHbIE TocTanorrennen NpaBuTensctea P& or 06.07.2008 r. N 512,

6. HOpMETHEHO-METOAMYSCHHE AOKYMEHTE Pegepanbhiof ChyMEE: DO TeXHWIRCKOMY W IKCNEPTHOMY KOHTpoMO Poccriickoih ®egepauhm (panee -
®CTIH Poccuu) no obecnevennio SezonacHoctu NAH npy ux oGpaboTtke B MCNAK:

7. Pexomengiauumn no obecnedeHiio HE30NACHOCTI RePCOHAAbHEIX AAKHBIX NP WX 06paBoTke & WHOCPMALMOHHBLK CUCTEMAX NEPCOHANGHDIX
AaHHLH, yTB. 3am, guperTopa $CTIK Poccuu 15.02.08 r. [ACN)

8. OcHOBHBIZ MEPONPUATHR RO OPraHM3aUMKM ¥ TeXHWYeckomy checnedvedHio (e30NACHOCTM MepCCHANLHBIX AaHHbIX, obpabBaTbiBaembix B
MHHOPMAUMCHHDBIX CHCTEMaK NEPCOHAMBHBIX AZHHBIX, YTE. 3am. aupertopa ®CTIK Poccun 15.02,08 r. (CN}

9. Bazonan MoAENL yrpos Ge30NaCHOCTH NePCOHANbRBIX JAHHEX NPK WX 0BpaioTke B MHPOPMAUMOHHBIX CUCTEMAX MEPCOHAABHBIX AZHHBIK, yTB. Jam.
Anpextapa PCT3K Pocoum 15.02.08 ¢, (ACN)

10. MeTtoausa onpegenewms aKTyaAbHblX yrpo3 De3ONacHOCT NepPCoHAanbHBIX A3HHBEK NPH WX oOpafoTke & KHGOPMALMOHHBLIX CUCTEMAX
NERCOHANALHBIX AAHHBIX, ¥TE. 3am. fupextops GCTIH Pocoun 15.02,08 r, (ACH)



